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Abstract 

The rapid growth of Internet of Things (IoT) technology has led to the development of innovative solutions for real-time 
hazard monitoring, particularly in fire detection and alert systems. Traditional fire detection methods often fail to 
provide timely alerts, which put lives and property at risk. To address this issue, this study presents an IoT-based fire 
detection and alert system, leveraging wireless sensor networks, and cloud computing to detect fire and alert authorities 
in real-time. The system employs smoke detectors, temperature sensors, and gas sensors to monitor environmental 
conditions and detect potential fire hazards. Data is transmitted to a cloud platform, where it is been analyzed to identify 
patterns and anomalies indicative of a fire. Upon detection, alerts are sent to emergency responders and stakeholders 
through short message service, email, and mobile app. Experimental results demonstrate high accuracy rate and a 
response time of approximately three seconds, surpassing traditional methods and several past IoT solutions. The 
integration of IoT technology and cloud computing in this study enables real time monitoring, predictive analytics, and 
automated response, making this system an essential tool for fire safety management in residential, commercial and 
industrial settings. Ultimately, this study contributes to the realization of United Nations Sustainable Development Goal 
(SDG) 9, which focuses on Industry, Innovation, and Infrastructure, through innovative smart building safety measures. 
Simultaneously, the implementation of real-time hazard monitoring has a twofold effect on achieving Sustainable 
Development Goal 11, enhancing safety and sustainability within educational environments. 
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1. Introduction

Fire poses a significant threat to safety and property, and traditional detection methods often fail to provide timely 
alerts. Conventional methods, such as standalone smoke alarms and manual bells, can only react once a fire is already 
underway [1][2][3]. Such systems often experience delays in providing reports and do not offer real-time status updates 
to safety personnel, resulting in limited early warning [4–7]. In practice, this means valuable minutes can be lost before 
authorities know where a blaze has begun. Additionally, traditional alarms are not effective in large environments and 
does not support centralize monitoring. Consequently, fires in remote buildings may go undetected until it is too late 
[8][9][10]. To enhance safety, it is essential to adopt new methodologies that facilitate continuous, networked 
monitoring and immediate alerts. This approach is preferable to relying solely on periodic checks or local alarms 
[11][12]. The recent progress in the Internet of Things (IoT) has created fresh opportunities for fire hazard monitoring. 
Data from environmental sensors can be read by modern microcontroller platforms, such as ESP32 and Node MCU, 
which can also communicate wirelessly [13–16]. In practice, these sensors are connected to an ESP32 and Node MCU 
board, and data is uploaded to the cloud through a network shield [17][18][19]. This data can be retrieved by a mobile 
app (Android or iOS), which can then automatically alert the building manager or emergency contacts when a sensor 
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reading is critical. This IoT setup effectively turns passive alarms into an online monitoring system, allowing users to 
monitor their alarms remotely and keep their homes safe [20]. 

Several recent studies illustrate the power of IoT-based fire detection. A novel hybrid dynamic best model selection 
(HDBMS) machine learning-based algorithm for internet of things (IoT)-enabled fire detection in buildings was 
proposed by Mujeeb et al. [21]. Higher accuracy and adaptability across diverse fire scenarios was provided by the 
result, which outperforms traditional static models. Chuanshen et al. [22] developed a wireless intelligent 
thermoelectric response fire warning system with adjustable thresholds by integrating Internet of Things (IoT) 
technology. The study revealed that voltage signals can be monitored in real time through OLED displays and mobile 
devices. The adjustable fire warning threshold voltage demonstrates flexibility in adapting to diverse application 
scenarios and showcases the great potential for next-generation, intelligent, IoT-based fire warning applications. 
Khushwant et al. [23] analyzed a smart Internet of Things (IoT) system focusing on planning and evaluating a wireless 
sensor network that can detect house fires in their earliest stages. The study addressed the crucial issue of providing 
rapid fire alerts by incorporating a variety of sensors into the wireless sensor network. The study concluded that IoT-
based fire detection systems have the potential to offer numerous benefits, including real-time monitoring, remote 
management, and data-driven insights. A fire detection and anti-fire security (FDAS) system for smart agriculture using 
the IoT and embedded system was proposed by Abdennabi et al. [24]. This system used an embedded system and 
sensors to measure the amount of smoke in the air and the size of the fire. The data obtained from the sensors was sent 
to the ThingSpeak platform via the machine-to-machine Message Queuing Telemetry Transport (MQTT) protocol for 
display and analysis. Performance results showed the proposed scheme's accurate fire detection and anti-fire system 
performance, which improves food security and sustainability in agriculture. A novel forest fire detection model 
utilizing audio classification and machine learning was proposed by Kemahyanto et al. [25]. The development of an 
audio-based pipeline was initiated using real-world environmental sound recordings.  The findings indicate that a 
combination of acoustic sensing and machine learning provides an effective, cost-efficient, and real-time solution for 
forest fire monitoring in complex, ever-changing environments. Yuvaraj  et al. [26] developed a compact, smart fire 
safety system that integrates real-time, deep-learning-based detection with automated extinguishing. Their results 
demonstrate the practicality and novelty of an AI-driven detection and suppression framework. This framework offers 
a scalable, modular solution for smart buildings, industrial plants, and other safety-critical environments. A novel 
airborne UAV-based IoT (UIoT) system for wildfire sensing, detection, and extinguishing was proposed Montaser et al. 
[27]. Their results suggest that the UAV-IoT-based fire classification system provides a fast, reliable solution for 
recognizing and extinguishing wildfires while minimizing power consumption and maximizing battery lifespan. Lien et 
al. [28] designed a hybrid kitchen safety guarding framework using embedded devices and onboard sensors to detect 
abnormal events and block gas sources in time through the Internet of Things. Results show that the developed 
framework can precisely recognize stove fire intensity and detect earthquake levels for kitchen safety guarding.  

Various aspects of IoT-based fire detection systems have been explored in previous studies, including sensor 
technologies, communication protocols, and machine learning algorithms. Nonetheless, in light of the escalating 
frequency and severity of fire incidents on a global scale, it is imperative to further explore the potential of Internet of 
Things (IoT)-based fire detection and alert systems. The goal of this study is to design an IoT-enabled fire detection 
system that acquires and communicates data in real time, integrates cloud-based data analysis and notification systems, 
and uses tests to evaluate the systems reliability. This study contributes to the realization of United Nations Sustainable 
Development Goal (SDG) 9 through innovative smart building safety measures. 

2. Methodology 

2.1.  Research approach 

The adoption of an applied experimental design characterized this study. The implementation was meticulously 
structured in phases: system design, hardware configuration, software configuration, and testing. The architecture of 
the IoT-based fire detection system was designed to integrate environmental sensors, a microcontroller, alert actuators, 
and cloud connectivity. The ESP32 microcontroller, which has built-in Wi-Fi, served as the central processing unit and 
interfaced with multiple sensors. The faculty of engineering building at Redeemer's University was the site of the 
development and testing of the hardware and software components. The purpose of this was to evaluate their 
performance in real conditions. The system was developed as a dependable and efficient method for detecting potential 
fire hazards by utilizing the Internet of Things (IoT) technology to identify these dangers in real time. This innovative 
approach allows for continuous monitoring and immediate response to any signs of fire risk. Fig. 1 illustrates the key 
components of the framework, highlighting how each part contributes to the overall functionality and effectiveness of 
the system. 
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Figure 1 System architecture 

2.2.  Hardware design 

The hardware setup of the project comprised four essential elements, with the fire detection and notification system 
being of paramount importance. The ESP32 microcontroller was utilized as the processing unit. It is a 32-bit MCU with 
built-in Wi-Fi and Bluetooth. The microcontroller was used to collect sensor information. It processed the information. 
Finally, it transmits the information to the cloud via firebase as shown in the supplementary material. The DHT22 sensor 
measured the humidity and temperature levels of the environment and provided real-time readings that could indicate 
potential early fire conditions. The MQ-2 gas/smoke sensor played a crucial role in detecting combustible gases and 
smoke particles in the air, which are common signs of potential fire hazards. A buzzer was also added to provide an 
immediate local alert whenever sensor readings exceeded predetermined safety thresholds, notifying individuals 
nearby of any danger. The hardware components worked together to create a functional, responsive, and scalable IoT-
based fire alarm system. The sensors were connected to the ESP32 GPIO pins. The DHT22 provides calibrated digital 
temperature and humidity readings. The MQ-2, on the other hand, outputs a signal proportional to the concentration of 
combustible gases. These inputs were connected to the digital and analog input pins of the ESP32, respectively. The 
ESP32 was powered by a 5V USB supply and shared a common ground with the sensors. Pull-up resistors were used as 
needed (e.g., the DHT22 data line) to ensure reliable communication. A breadboard prototype was assembled to arrange 
the components and facilitate connections. The LED (visual) and buzzer (audio) provided local alerts when hazardous 
conditions were detected. Fig. 2 shows the block diagram of the hardware integration. This integration goes from 
sensors to ESP32 to indicators. The DHT22 was selected for its ±0.5°C temperature accuracy and extensive humidity 
range, while the MQ-2 gas sensor was employed for its high sensitivity to combustible gases (LPG, propane, smoke). 
Each sensor continuously monitors its parameter and relays data to the ESP32 for processing. The system was tested 
using known values to calibrate the readings, and the alert hardware (LED/buzzer) was verified by manually triggering 
threshold breaches. 
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Figure 2 Hardware integration. 

The ESP32 is configured to interface with the mobile application utilizing firebase. The communication architecture 
between the ESP32 microcontroller, the firebase real-time database, and the Android application follows a client-server 
model facilitated by cloud services as depicted in the supplementary material. The ESP32 acts as a device that acquires 
and publishes data, while Firebase serves as the cloud-based intermediary platform that is responsible for data storage, 
synchronization, and real-time updates. The Android app is the client interface that allows users to check the system's 
status and receive updates. 

2.3.  Communication flow 

Environmental data, including temperature, humidity, and gas concentration, is continuously read from the DHT22 and 
MQ-2 sensors every two seconds by the ESP32. Additionally, the ESP32 establishes a Wi-Fi connection and authenticates 
with the firebase real-time database using firebase SDK libraries (FirebaseESP32 for the Arduino IDE). When new 
sensor data is collected, the ESP32 formats the readings as JSON objects and sends them to Firebase via HTTPS requests. 
Firebase stores the sensor readings under designated database nodes that are structured by parameters such as 
temperature, humidity, and gas level. The database supports real-time synchronization, ensuring that any updates are 
immediately reflected across all connected clients. The Android application is connected to the same firebase real-time 
database instance, which allows for real-time data sharing and synchronization across devices. Using the firebase SDK 
for android, the application listens for changes in database nodes related to sensor readings. Whenever the ESP32 
uploads new data, firebase instantly pushes these updates to the application, enabling real-time monitoring. If the 
sensor readings exceed predefined thresholds, the ESP32 triggers a local alert using a buzzer and LED and writes a 
specific alert flag to firebase. Upon detecting this change, the android application displays notifications and alerts to the 
user. Fig. 3 shows the system circuit diagram. 
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Figure 3 System circuit design. 

2.4.  Software design and implementation 

This section focuses on the software components and processes that enable real-time fire detection and monitoring. It 
explains how the project uses flutter for developing the mobile application and firebase services for the backend, 
including the real-time database, cloud messaging and authentication. This architecture enables seamless real-time 
communication between the ESP32 microcontroller, the firebase cloud, and the flutter-based android application. 

The ESP32 was programmed using the Arduino IDE, with C/C++ libraries being leveraged for sensor interfacing and 
network communication. The essential libraries encompassed the DHT library, which facilitates the reading of the 
DHT22, and an MQ-2 sensor library, which enables the interpretation of gas readings. The software routine runs as a 
continuous loop. Upon startup, it initializes the sensors and Wi-Fi, then reads sensor values every two seconds. Each 
reading is compared against predefined safety thresholds: temperature greater than 35 °C and gas reading above its 
safe limit. When a threshold is exceeded, the code immediately triggers LED and buzzer alerts. The network 
communication was configured so that the ESP32 would connect to the local Wi-Fi network and authenticate with the 
Firebase real-time database. A firebase project was created and the necessary API keys and rules were set. The program 
uses Wi-Fi libraries to establish the connection. Then, sensor data, temperature, humidity, and gas are transmitted to 
Firebase in JSON format. Firebase's data structure includes nodes for each parameter, enabling real-time 
synchronization and remote monitoring. The firebase real-time database automatically updates client devices when 
new data arrives, ensuring live updates. To simplify database writes, the Firebase ESP32 library was used for cloud 
integration. The data format in Firebase NoSQL DB is structured. As is common in Firebase text nodes, all sensor values 
were stored as strings. A simple database table was created to record the sensor readings. Tables 1 and 2 depict the 
Firebase table named Sensor Readings and the uses of the Firebase and Flutter libraries, respectively. Each sensor data 
entry contains three fields. Storing the values as strings in Firebase enables easy JSON handling. This design ensures 
that each parameter is recorded and accessible for historical analysis. 

Table 1 Database schema 

Field Datatype Description 

Temperature String Temperature in °C (as text) 

Humidity String Relative humidity in % (as text) 

Mq2 String MQ-2 gas sensor value (as text) 
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Table 2 Firebase, flutter libraries and their uses. 

WiFi.h Enables ESP32 to connect to Wi-Fi networks 

FirebaseESP32.h Facilitates communication between ESP32 and firebase                  real-time Database 

DHT.h Used for interfacing with the DHT22 temperature and humidity sensor 

Adafruit_Sensor.h Provides sensor abstraction for DHT integration 

ArduinoJson.h Helps in formatting data as JSON objects for Firebase 

firebase_core Initializes and connects flutter to firebase 

firebase_database Connects flutter to firebase real-time database 

firebase_messaging Enables firebase cloud messaging for push notifications 

flutter_local_notifications Displays local notifications on the device 

provider State management within the flutter app 

intl It is used for date and time formatting 

http Used for making HTTP requests. 

 

A flowchart was used to depict the system's operation, as illustrated in Fig. 4. The sensor data acquisition process starts 
with the ESP32 initializing all components and entering a loop that reads each sensor. If any reading exceeds its limit, 
the ESP32 activates the local buzzer and LED. In parallel, the data are uploaded to Firebase, and any triggers are sent. 

 

Figure 4 System flowchart 

The implementation of these methodology steps was aimed at developing a reliable, real-time fire hazard monitoring 
system. The development of the hardware and software components was concurrent, with individual testing and 
subsequent integration. All design steps drew upon established IoT practices to ensure robust functionality, with each 
step contributing to the overall effectiveness of the system. 
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2.5. Mobile application 

The mobile application is an essential part of the IoT-based fire detection and alert system, giving users real-time access 
to environmental sensor data and immediate alerts of possible fire hazards. It was developed using Flutter, a modern 
cross-platform framework based on the Dart programming language. To ensure seamless real-time communication 
between the hardware and the end-user, Firebase suites of services were integrated, including Firebase Real-Time 
Database for cloud storage and synchronization and Firebase Cloud Messaging (FCM) for push notifications. Clean 
architecture principles are adhered to by the mobile application, ensuring clear separation of concerns between the 
presentation, domain and data layers. This enhances maintainability, scalability and testability. The architecture of the 
application is depicted in Fig. 5. 

 

Figure 5 Architecture of the application. 

2.6. Development tools 

The real-time fire detection and alarm system, which facilitates hazardous area monitoring, relies on a variety of tools 
and platforms that enable rapid prototyping, efficient coding, real-time testing, and deployment. Each tool was carefully 
selected based on its compatibility with project goals, particularly cross-platform mobile development, cloud 
integration, and embedded system support. The Flutter SDK provides the framework for building cross-platform, 
responsive mobile applications. Its cross-platform capabilities allow a single codebase to be deployed on both Android 
and iOS, reducing development time while ensuring a consistent user experience. The Arduino IDE is a tool used to 
write, compile, and upload firmware code to the ESP32 microcontroller. It offers debugging tools, emulators, and code 
analysis to boost productivity. The cloud backend that stores and synchronizes sensor readings and system alerts in 
real time is firebase's real-time database. It enables the mobile app to access live data instantly. The firebase console is 
a web interface that allows developers to manage and interact with their Firebase projects. The console provides access 
to various firebase services and tools, enabling developers to build, run, and monitor their mobile and web applications. 
Mermaid.js is a JavaScript library that allows users to create diagrams and visualizations from text and code using a 
Markdown-inspired syntax. It was used to create flowcharts, sequence diagrams, and system architecture diagrams for 
the report. Git/GitHub provides version control for the flutter application source code and the Arduino firmware. Lastly, 
the Dart programming language was used to implement the application's business logic, UI components, and state 
management. 

 Boundary conditions for fire alert trigger 

The conditions that trigger a fire alert are clearly outlined and illustrated in Equation 1.

( ) ( ) ( )30 60 70T H G                                                                                                                                                              (1) 

where, T is the temperature in °C (from DHT22), H denotes humidity in % (from DHT22) and G represents gas 
concentration (analog value from MQ2). 
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Piecewise-style conditional expression was also employed in this study (evaluates to 1 if true, 0 if false), as illustrated 
in Eq. 2. 

( ),  ,  {1,  if  T > 30;  H < 60; G > 70) otherwise, 0F T H G =                                    (2) 

The boundary conditions and hazardous events are highlighted in Table 3. For the function to return 1 (trigger an alert), 
all three variables must be true simultaneously. 

Table 3 Hazardous events. 

Variables Hazardous event 

Temperature Exceeding 30 °C 

Humidity Falling below 60% 

Gas level Exceeding 70 ppm 

2.7.  Testing and validation 

The performance, accuracy, and efficiency of the IoT-based fire detection and alert system are evaluated using the data 
analysis techniques outlined in this section. The analysis uses quantitative metrics. A comparison was made between 
the readings from the DHT22 sensor and those from the calibrated thermometer and hygrometer, with the DHT22 
sensor being placed in a controlled environment for this purpose. The MQ-2 gas detector was also subjected to regulated 
gas supplies, and the measurement was evaluated in comparison to the established ppm values for smoke presence that 
are known to be present. A rising temperature was simulated manually using a heat source. Humidity was reduced using 
heat, and gas concentration was increased using light smoke and a gas source until the thresholds were exceeded to test 
the sensors reactions. Breaches of threshold are detected accurately by the system, which also triggers local alerts (in 
the form of a buzzer) and marks the Alert Status as "Hazard Detected" in Firebase. The ESP32 was fed values that 
hovered around the threshold limits to ensure an accurate evaluation and to avoid false triggers. The system only 
activates alerts when the threshold is breached and not for borderline or fluctuating values. Additionally, the live data 
uploads from ESP32 to firebase were closely monitored as the mobile application was observed. Environmental 
conditions were gradually changed to ascertain how quickly the updated data appears on Firebase and reflects on the 
app. It was observed that firebase reflected updated sensor readings within one to three seconds, and the mobile app 
immediately mirrored these changes without requiring a manual refresh. We simulated a temporary Wi-Fi 
disconnection for the ESP32 to see if it would resume uploading data automatically upon reconnection without losing 
any data. The ESP32 was found to reconnect to Wi-Fi and continue uploading data to firebase seamlessly. Threshold 
breaches were triggered manually to observe the ESP32 physical response. Upon detection of hazardous conditions, the 
buzzer sounded, and the LED illuminate within 2 seconds. Lastly, hazard condition was triggered to confirm that 
AlertStatus = "Hazard Detected" is written to firebase. Firebase cloud messaging sends a push notification to the mobile 
device and the user receives clear and immediate notification of the hazard on the mobile device. 

3. Results and discussion 

This section presents the results of the Internet of Things (IoT)-based fire detection and alarm system. The system was 
evaluated under normal and hazardous conditions. During the evaluation period, the system sent both a local alert 
through the buzzer and a cloud alert through the mobile application notification system whenever the threshold values 
were breached to inform the relevant parties. The system receives sensor data, which the ESP32 uploads to firebase. 
The data is then sent to the mobile application, updating the previous record within two seconds. 

3.1.  System demonstration 

The fire detection system is deployed in a custom-built enclosure that is designed for portability and environmental 
protection. The system hardware comprises an ESP32 integrated into the inner surface of the enclosure lid, with 
meticulously aligned apertures for the DHT22 and MQ2 sensors, respectively. The system packaging is shown in two 
views: the inner view in Fig. 6 and the outer view in Fig. 7. 
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Figure 6 Inner view of the project. 

 

Figure 7 Outer view of the project. 

The enclosure internally houses three key hardware components. One is a rechargeable Ultra Fire 3.7-volt lithium 
battery. It serves as the primary power source. Another is a DC-to-DC buck converter (LM2596). It regulates voltage. 
This converter supplies stable power to the ESP32-CAM. The enclosure also contains a 134N3P USB charging module. 
This module enables safe battery recharging through micro-USB. To ensure resilience against vibration and minor 
impact, all internal components were mounted securely with adhesive and screws. The cabling between the units was 
kept to a minimum and tidily arranged to maintain airflow and make future upkeep easier. During testing, the device 
operated wirelessly and was powered solely by its internal battery. Its compact size and flexible design enabled discreet 
mounting on walls, ceilings, or desktops as needed. 

3.2. Mobile application 

The mobile application is designed to interface directly with the ESP32, enabling continuous monitoring of the system's 
sensor readings. When the app is launched, the ESP32 connected to the mobile hotspot retrieves the sensor readings 
and sends them to the firebase library. The app then retrieves the data from firebase and updates in real time. The 
mobile application has two states. These states represent two different situations. The first state indicates when the 
system is safe. The second state indicates when the threshold values are exceeded. These situations are illustrated in 
Figs. 8 and 9.        
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Figure 8 System safe state. 

 

 Figure 9 System hazard state. 

3.3.  Overview of test setups 

A series of systematic tests were designed and implemented to evaluate the performance, accuracy, and reliability of 
the IoT-based fire detection and alert system for real-time hazard monitoring. These tests verified that the system 
adhered to its functional requirements regarding sensor accuracy, threshold testing, data synchronization, and alert 
mechanisms. The test scenarios and environments were selected to replicate normal conditions. They were also 
selected to replicate hazardous conditions. These conditions were selected for realistic operating environments. The 
DHT22 temperature, humidity sensor and the MQ2 were tested, and there was a match between the values of the 
thermometer and hygrometer and the values of the DHT22 and MQ2 with low amount of variance. The system sensors 
were tested using a lighter as a heat source to bring them to their threshold values. The fire alarm buzzer sounded and 
a notification was sent by the mobile application (Scorch). When the fire alarm sensor values approached the threshold 
values, nothing happened until the threshold was exceeded, ensuring that the system does not produce false alarms. A 
real-time synchronization test showed that the mobile application updated from the sensor to firebase and to the mobile 
application within two seconds, demonstrating that the system meets the requirements for real-time hazard 
monitoring. The Wi-Fi connection of the ESP32 was deliberately disconnected and then reconnected in order to assess 
its reaction to this alteration in connectivity. When the system reconnected, it updated its sensor data without any 
issues. The system local alert is a buzzer that is activated when threshold values are exceeded and remains on for 10 
seconds before being deactivated. In the event that, subsequent to the passage of time, the sensor data continues to 
satisfy the threshold value condition, the buzzer will be triggered once more until such a time as it no longer meets the 
requisite condition prior to the termination of the loop. The mobile application using Flutter local notification is notified 
via Firebase notification when the sensor data meets the threshold value condition. This notification is shown to the 
user, and when the user taps on it, the application opens on the mobile phone. Table 4 presents the results obtained 
during testing of the system both in normal and hazardous conditions. 
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Table 4 Obtained results at normal and hazardous cases. 

Time 
(Minutes) 

Temperature 
(°C) 

Humidity (%) Gas (ppm) Condition Alert Status 

0 27 65 45 Normal No alert 

5 28 63 50 Normal No alert 

10 29 61 55 Normal No alert 

15 31 58 72 Hazard Local + Remote 
Alert 

20 33 55 80 Hazard Local + Remote 
Alert 

25 35 52 90 Hazard Local + Remote 
Alert 

30 28 63 50 Normal No alert 

3.4. Comparative analysis with previous study 

The performance, portability, and response time of the proposed Internet of Things (IoT)-based fire detection and alarm 
system were compared with those of existing studies. A comparison was made between the present study and the works 
of Kabir et al. [29], Irakomeye et al. [30] and Pan et al. [31]. The focus of Kabir et al [29] was on device interconnection 
and data sharing through Zigbee, Wi-Fi, and MQTT. They focused on centralized synchronization while neglecting to 
incorporate real-time external communication and local onsite alert systems. DHT22 and MQ-2 sensors were utilized 
by Irakomeye et al. [30] and IoT cloud systems and early target fire detection were leveraged. However, the study 
focused solely on Tanzanian industrial environments. The project is deficient in the implementation of backup 
procedures in the event of a network failure, and the notification system is exclusively cloud-based, utilizing a mobile 
application as the sole means of communication. Cloud platforms were leveraged by Pan et al [31] for centralized 
monitoring and multi-sensor data collection. The use of complex AI models (ANNs) for predicting fire risk necessitates 
substantial computational power and is particularly well-suited for large commercial buildings. The project prioritized 
enhancing accuracy through the use of AI, while reducing the need for immediate action. Table 5 provides a detailed 
comparison of past studies on fire detection systems. 

Table 5 Comparative analysis of previous studies on fire detection systems. 

Study Sensor Alerts Comm. 
Tech 

Cloud/AI Limitations Improvements 

Kabir et al. 
[29] 

Many None Zigbee, 
Wifi 

MQTT No external real time 
alerts 

Adds fire-base real-time 
notification. 

Irakomeye et 
al. [30] 

MQ-2, 
DHT22 

Mobile 
only 

IoT/WSN Cloud Relies solely on 
mobile alerts 

Adds redundant local 
(buzzer) alerts 

Pan et al. [31] Multi-
sensor 

Cloud 
only 

IoT, AI-
Cloud 

AI/ANN Too complex for 
small applications 

Simple, scalable, suitable 
for universities 

It is noteworthy that the present study achieves high overall accuracy, compared to the existing studies in terms of 
latency, offering instantaneous readings updates less than 1000 milliseconds and portability utilizing ESP32 hardware. 

Abbreviations 

IoT Internet of Things JSON Javascript object notation 

SMS Short message service HTTPS Hypertext transfer protocol secure 

MCU Multicontroller unit SDK Software development kit 

Wi-Fi Wireless fidelity API Application programming interface 
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ESP Espressif systems NoSQL Not only structured query language 

HDBMS Hybrid dynamic best model selection  DB Database 

iOS iPhone operating system FCM Firebase cloud messaging 

OLED Organic light emitting diode DC Direct current 

FDAS Fire detection and anti-fire security  LM Lunar module 

MQTT Message queuing telemetry transport AI Artificial intelligence 

UAV Unmanned aerial vehicle ANNs Artificial neural networks 

SDG Sustainable development goal GSM Global system for mobile 

DHT Digital humidity and temperature sensor WSN Wireless sensor network 

MQ-2 Gas sensor IDE Integrated development environment 

USB Universal serial bus LED Light emitting diode 

LPG Liquefied petroleum gas   

4. Conclusions 

The design and implementation of an IoT-based fire detection and alert system for real-time hazard monitoring is a 
significant advancement in fire safety technology. This system leverages interconnected devices and sensors to detect, 
analyze, and respond to fire incidents in real-time, providing enhanced accuracy, faster response times, and remote 
monitoring capabilities. The following conclusions are drawn based on the findings of this study: 

• The IoT-based fire detection system in this study utilized wireless sensor networks and cloud computing for 
real-time hazard monitoring. 

• The integration of multiple sensors, such as smoke, temperature, and gas detectors, enables the effective 
detection of potential fire hazards. 

• The system facilitates real-time monitoring, predictive analytics, and automated responses, making it well-
suited for fire safety management. 

• Emergency responders and stakeholders receive alerts via multiple channels (SMS, email, and mobile app) to 
take swift action. 

• The system boasts an impressive high accuracy rate and a swift response time of around three seconds, 
surpassing traditional methods. 

Ultimately, this study contributes to the realization of United Nations Sustainable Development Goal (SDG) 9, which 
focuses on Industry, Innovation, and Infrastructure, through innovative smart building safety measures. 
Simultaneously, the implementation of real-time hazard monitoring has a twofold effect on achieving Sustainable 
Development Goal 11 (Sustainable Cities and Communities), enhancing safety and sustainability within educational 
environments. Our future work will consider incorporating additional sensors, including photoelectric smoke detectors, 
flame sensors, particulate matter monitors to improve detection accuracy across diverse fire‑precursor signatures, 
integrate a GSM module as a fallback for mobile notifications through SMS when Wi-Fi is unavailable. 
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