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Integration of the Internet of Things (IoT) and Machine Learning (ML) in smart health-
care systems presents new possibilities for better patient care and administration.
However, it also raises concerns about privacy, trust, and security. This research aims
to establish a complete framework that addresses these challenges, with the overall
goal of maintaining the dependability and secrecy of smart healthcare. The study
presents a system architecture that includes integrated data, data preprocessing, model
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design and training Long-Short Term Memory with Attention Mechanism (LSTM-AM),
and cloud-based validation. It draws on a synthesized dataset of 5000 hospital user pro-
files. Rigorous training and validation confirm the system’s outstanding efficiency,
resulting in 99.06% accuracy, 98.14% precision, 99.06% recall, and a 99.00% F1 score.
Consequently, this demonstrates that the approach handles healthcare data safely
and confidentially. There is a considerable improvement in sequential data processing
when LSTM-AM is used and cloud validation is utilized to maintain data integrity. This
work introduces an innovative strategy to integrate loT and ML in healthcare, addressing
security and privacy concerns and potentially revolutionizing patient care and admin-
istration. The study will assist physicians in the diagnosis and treatment of patient
diseases securely, privately and more accurately.

1. Introduction

The rapid expansion of Smart Healthcare Systems (SHS) in recent
years has cemented their status as indispensable elements of the contempo-
rary economy. A key enabler of this growth has been the Internet of Medical
Things (IoMT), which facilitates the development of various applications
such as telemedicine, medication management, and remote medical moni-
toring [1—4|. IoMT encompasses devices embedded with sensors and
interconnected within the healthcare industry, offering solutions to enhance
patient care while alleviating the burdens on healthcare institutions [5—8].
However, this proliferation of [oMT technology has simultaneously raised
concerns about healthcare data security, privacy, and trustworthiness [9—11].
The protection of data integrity, authenticity, and confidentiality has
become paramount, preserving patient privacy amidst evolving threats
and vulnerabilities. Despite using encryption techniques and cloud-based
security solutions, challenges persist in ensuring robust data protection
and maintaining trust in the ML models employed within healthcare settings
[12]. These challenges underscore the urgent need for Privacy-Preserving
Machine Learning (PPML) in healthcare to rectify deficiencies and fortify
existing systems against potential breaches and misuse. The primary objec-
tive of this study is to address these pressing concerns by proposing a com-
prehensive framework that integrates IoT and ML technologies within smart
healthcare systems. This framework is designed to address privacy, trust and
security issues effectively, offering a systematic approach to managing
healthcare data while maintaining confidentiality and integrity. The pro-
posed solution includes the development of a robust system architecture
validated through rigorous assessment methodologies, ensuring its reliability
and effectiveness in the secure handling of healthcare data.
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Furthermore, the study introduces innovative approaches to seamlessly
integrating IoT and ML within healthcare settings, using advanced ML tech-
niques like LSTM-AM to improve prediction accuracy and instill greater
confidence in healthcare services. Putting emphasis on the critical need
for PPML, the report outlines recent advances in this area and highlights
its potential to address evolving privacy challenges. Ultimately, the trusted,
envisioned smart healthcare services aim to revolutionize patient care by
effectively addressing existing issues and streamlining administrative pro-
cesses. The project aims to advance smart healthcare systems and meet vital
demands in an increasingly technology-driven healthcare landscape by con-
fronting security, privacy and trust management challenges through IoT and
ML technologies.

The problem revolves around the security, privacy, and trust manage-
ment challenges inherent in SHS that use [oMT technology. Despite the
significant advances facilitated by IoMT, such as telemedicine and remote
monitoring, its widespread adoption has brought about a host of vulnerabil-
ities and risks [13,14]. Vulnerabilities in IoMT devices pose a threat of
unauthorized access to critical healthcare data, raising concerns about poten-
tial data breaches. Current security measures often do not protect personal
information effectively, leading to privacy issues, as attackers can exploit
weaknesses to access sensitive health data [15,16]. Furthermore, the trust-
worthiness of ML models used in healthcare settings is compromised due
to doubts regarding the accuracy and transparency of their predictions.
These challenges highlight the urgent need for PPML solutions tailored
to the unique requirements of the healthcare sector.

Existing solutions to the security, privacy and trust management challenges
in SHS that take advantage of IoMT technology include encryption tech-
niques, cloud-based security solutions and privacy-enhancing technologies.
Although these approaches aim to mitigate risks associated with unauthorized
access and data breaches, they have significant limitations. Encryption methods,
though widely used, may be vulnerable to sophisticated attacks and require
robust key management. Cloud-based solutions offer scalability but raise con-
cerns about data sovereignty and compliance. Privacy-enhancing technologies
provide promising solutions, but often have computational overhead and
interoperability challenges. Furthermore, ensuring the trustworthiness of
ML models in healthcare remains critical due to concerns about transparency,
bias, and accountability. Addressing these challenges requires a comprehensive
approach that balances usability, effectiveness, and regulatory compliance to
secure healthcare data and foster trust in smart healthcare systems.
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The scheme proposed in this chapter addresses the security, privacy and
trust management challenges inherent in SHS utilizing IoMT technology.
It presents a comprehensive framework that integrates IoT and ML tech-
nologies within SHS to address these issues effectively. The scheme focuses
on developing a robust system architecture to manage healthcare data while
maintaining confidentiality and integrity efficiently. It emphasizes the neces-
sity for PPML to ensure the safe and efficient use of [oT and ML technology
in healthcare. Advanced ML techniques such as LSTM-AM are used to
enhance prediction accuracy and instill greater confidence in healthcare
services. Furthermore, the scheme aims to introduce safe, private and
easy-to-use smart healthcare services, ultimately revolutionizing patient care
and administrative processes in healthcare settings. The main contributions
of the chapter are outlined as follows:

1. This chapter combines IoMT and ML techniques to improve the
security of healthcare data.
2. The proposed approach supports user-friendly healthcare services and
uses LSTM-AM to enhance predictions.
3. Results and discussion show the efficiency of the proposed approach
compared to ither state-of-the-art approaches.
The chapter is structured as follows: Section 2 discusses the related works,
while problem statements are presented in Section 3. The system model
and the design are also discussed in Section 3. Section 4 presents the proposed
scheme and the algorithms employed in this study are presented. The gener-
ation and pre-processing of the dataset used in this study are presented along
with the model design, training, and validation. The proposed model perfor-
mance analysis is presented in Section 5. This included discussing the exper-
imental environment, describing the data set used in the study, presenting the
results and discussing the experiment conducted. The study was conducted in
Section 6, and future works were also recommended.

2. Related works

Rani et al. [17] devised a technique to securely transmit data on the
[IoMT, focusing on selecting the most appropriate users. This method
utilizes the Chinese Remainder Theorem to produce encrypted data for a
specified number of users and incorporates a metaheuristic algorithm for
determining users. The simulation results highlighted the method’s efficacy
in computational time and energy expenditure. Although the strategy is
effective in ensuring security for [oT-based smart home systems, it has some
limitations in terms of security.
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Alabdulkarim et al. 18] introduced a method to protect privacy in clinical
Decision Support Systems (DSS). Their approach involves using a single
Decision Tree (DT) to diagnose symptoms while ensuring patient data
remains secure from network threats. The technology employs homomorphic
encryption and nonces to safeguard user data and thwart one-sided decryp-
tion. While the system outperforms the Naive Bayes method by 46.46% in
simulations, it does have drawbacks in the context of security services.

Boussada et al. [19] conducted a study on a data transmission method that
prioritizes privacy in Smart Home Systems enabled by the [oMT. The system
employs user pseudonyms as public keys and is built upon lightweight
Identity-based encryption using the Elliptic Curves Discrete Logarithm
(ECDL) technique. The system’s performance analysis demonstrates its effi-
cacy while adhering to contextual and content privacy standards. However,
it is unsuitable for emergency electronic healthcare situations.

Gull et al. [20] proposed a reversible data concealment method that uti-
lizes dual pictures for IoMT networks. The technique uses Huffman
encoding to preprocess confidential data and then incorporates them into
two visually identical images. Although the method guarantees a high level
of perceptual quality while accommodating a large amount of data, it does
not have an efficient approach for handling underflow and overflow
problems.

Huang etal. [21] presented a pragmatic approach to verifying the identity
of patients using distorted Electrocardiogram (ECG) data while still
guaranteeing privacy. The technique adjusts its algorithm according to
the current mobility state and ensures the confidentiality of the ECG tem-
plates by making them indistinguishable. Although the system has been
shown to be successful and verified on online datasets and human subjects,
it lacks adaptability in its ability to protect against threats.

Xu et al. [22] propose a five-layer architecture to monitor and managing
the health of manufacturing workers. They analyze the system’s implemen-
tation process, which includes processing environmental data, monitoring
physical conditions, providing system services and management, and pre-
senting the corresponding algorithms.

In Ref. [23], Lin and Xu [23] proposes a method to remotely monitor
users’ health and identify ailments. They suggest a new network of areas
of the human body to analyses brain illnesses. This network involves collect-
ing initial data, correcting data, transmitting data, and performing complete
data analyses to ensure the output of the analysis is of high quality. Given the
wide range of available options, patients are curious about selecting antihy-
pertensive medications suitable for their needs.
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The paper “BPatient State Recognition System for Healthcare Using
Speech and Facial Expressions” by Hossain [24]| proposes a patient state
recognition system for the healthcare framework that ofters high recognition
accuracy, cost-effective modeling, and scalability. The system accepts two
primary forms of input: video and audio, both recorded in a multisensory
setting. Presenting body postures using equations of the skeletal system
and achieving long-term physical rehabilitation, taking into account the
unique features of each individual, is a challenging research problem. In
the study titled “An Intelligent Body Posture Analysis Model Using
Multiple Sensors for Long-Term Physical Rehabilitation,” Lai et al. [25]
introduce a new approach called the “Intelligent Body Posture Analysis
Model.” This method utilizes numerous acceleration sensors and gyroscopes
to identify patterns in body movements. Neonatal jaundice is a prevalent
disease that arises in newborns during the first week of their existence.

Aydin et al. [26] suggested a non-intrusive device to monitor and
detecting jaundice at regular intervals, helping clinicians in early diagnosis.
The revised Wechsler Adult Intelligence Scale is a commonly used assess-
ment tool designed to evaluate and categorize adults’ cognitive abilities
wholly and thoroughly. The article titled “BRank Determination of
Mental Functions by 1D Wavelets and Partial Correlation” was authored
by Karaca et al. [27]. Their study provides a methodology that uses wavelets
and correlation analysis to categorize mental functioning. ECG monitoring
is extensively researched and used as a crucial method of diagnosing cardiac
problems.

In Ref. [28], Yang et al. [28] presents a novel ECG monitoring
approach with IoT methods. The method involves collecting ECG data
via a wearable monitoring node and transmitting them directly to the
IoT cloud over Wi-Fi. Assess the disparity between and between groups
of young people with the motions executed by a therapist. In their study
“Variability analysis of Therapeutic Movements using wearable inertial
sensors”, Lopez-Nava et al. [29] analyze five upper arm therapy motions
performed by young people without mobility impairments. Movements
are compared to reference data provided by therapists. In Ref. [30], human
generic intellectual tasks are examined. They propose an integrated model-
ing framework to represent a medical Cyber-Physical-Human system
(CPH System) and utilize UPPAAL as the underlying foundation for inte-
gration. Table 1 briefly explains the objectives, methods, contributions,
and limitations of each work related to IoMT security and privacy in smart
healthcare systems.
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Table 1 Summary of related works.
Scheme Key findings

Advantages

Disadvantages

[17] Secure data Enhanced computation Offers limited security
transmission in [oMT  time and energy
efficiency in data
security
[18] Privacy in clinical DSS Superior performance Limited security
to Naive Bayes services
algorithm; protects data
privacy
[19] Privacy-aware data Meets privacy Not suitable for
transmission for [oMT requirements; effective emergency
in limited resource e-healthcare
environments
[20] Extensive capacity data High perceptual quality Ineffective in managing
hiding for IloMT with large payload underflow and
networks overflow issues
[21] Validate patients with Effective Lacks flexibility against
ECG signals, privacy  authentication and attacks
protection privacy protection;
validated on datasets
[22] Propose a five-layer  Introduce a Lack of detailed
architecture for comprehensive discussion on the
monitoring and approach to health effectiveness and
managing the health of monitoring for real-world
manufacturing manufacturing workers implementation of the
workers proposed architecture
[23] Develop a human body Present a novel There is limited
area network for approach to the analysis discussion on the
remote health and remote health scalability and practical
monitoring and brain  monitoring implementation of the
disease analysis proposed network
[24] Design a patient state ~ Offer a cost-effective ~ There is a lack of

recognition system for
the healthcare
framework

and scalable solution for
patient state
recognition in
healthcare

discussion on the
system’s adaptability to
different healthcare
environments and
patient demographics

Continued
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Table 1 Summary of related works.—cont'd
Scheme Key findings

Advantages

Disadvantages

[25] Introduce an Propose an innovative Limited discussion on
intelligent body approach to long-term the practical
posture analysis model physical rehabilitation  implementation and
for long-term physical through posture integration of the
rehabilitation analysis proposed model into
existing rehabilitation
practices
[26] Develop a Provide a non-intrusive Limited discussion on
non-intrusive device  solution for early device accuracy and
for neonatal jaundice  detection of neonatal  reliability in real-world
detection jaundice clinical settings
[27] Present a methodology Introduce a novel There is a lack of
for categorizing mental methodology for the  discussion on the
functioning using evaluation of mental applicability to diverse
wavelets and partial function using advanced populations and clinical
correlation statistical techniques settings
[28] Propose a wearable Offer a novel approach Limited discussion of
ECG monitoring to ECG monitoring for the system’s battery life,
system with IoT smart healthcare data security, and
methods integration with
existing healthcare
infrastructure
[29] Analyze the variability Provide information on There is a lack of

in therapeutic
movements using
wearable inertial
Sensors

the analysis of the
variability of
therapeutic movements
using wearable sensors

discussion on the
accuracy and reliability
of wearable sensors for
capturing therapeutic
movements

Examine generic
intellectual tasks in
medical Cyber-
Physical-Human
Systems

Present an innovative
framework for
modeling medical
guidance systems

Limited discussion of
the practical
implementation and
scalability of the
proposed framework

3. Problem statements

The SHS is a contemporary Cyber-Physical System (CPS) that con-

sistently gathers data from the IoMT sensor network linked to the human

body. Then it processes this data to make necessary control decisions and
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activates Implantable Medical Devices (IMDs) for immediate medication
and treatment. Presently, healthcare facilities have become more efficient,
readily available, and tailored to individual needs due to the advances made
by the SHS in illness diagnosis tools, patient treatment, and healthcare tech-
nologies. Consequently, this has resulted in an improvement in the overall
quality of life [31]. Nevertheless, an SHS requires analyzing a substantial
amount of past data to detect abnormal sensor readings. The healthcare
and drug data are abundant. They may be used to uncover complex relation-
ships between several essential indicators of the human body for precise and
accurate categorization of diseases. To speed up processing, an SHS incor-
porates the notion of [oMT with big data, cloud computing, and Artificial
Intelligence (Al).

Due to the emergence of SHS, smart medical devices are now vulnerable
to several attack vectors, making them prone to possible security risks. The
incidence of cyberattacks targeting the healthcare sector is seeing a significant
and rapid increase [31]. SHS devices, also known as IMDs, often include
vulnerabilities that present substantial risks [32]. A recent survey shows that
53% of healthcare companies experienced cyber attacks between October
2018 and October 2019 [33]. The most prevalent cyberattacks in healthcare
systems are hardware Trojans [34], malware such as Medjack [35], Sybil
attacks using hijacked IoMT [36] or a single rogue node [37], DoS attacks
[38], and Man-In-The-Middle (MITM) attacks [39]. Within the last
20months, about 20% of medical equipment manufacturers have faced
ransomware or malware attacks [40,41]. Therefore, it is crucial to thoroughly
examine the weaknesses of a solar home system before its implementation.

3.1 System model

The SHS depicts an advanced network where data from IoMT sensors, inte-
grated into medical equipment and linked to the human body, are consis-
tently gathered. The data serves as the basis for well-informed control
choices in the system, allowing prompt reactions and interventions by acti-
vating IMDs. The CPS is an integrated ecosystem where medical equipment
and sensors interact with data processing and Decision Making (DM)
algorithms to improve healthcare delivery. An essential feature of the
SHS is its ability to analyze past data to discover anomalous sensor readings
and detect future health problems. The technology uses vast healthcare and
drug-related data to reveal intricate connections among different physiolog-
ical indications, aiding in the precise illness classification and tailored treat-
ment strategies. The data analysis process is crucial for SHS to provide
customized healthcare solutions that meet the specific requirements of each
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patient, thus improving overall healthcare efficiency, accessibility and
quality of life. The SHS incorporates many state-of-the-art technologies
to effectively manage the large quantities of data produced by IoMT sen-
sors and guarantee prompt and precise DM. These technologies encom-
pass big data analytics, which facilitates efficient processing and extraction
of insights from large datasets; cloud computing, which offers scalable and
on-demand access to computational resources; and Al, which drives
advanced algorithms for data analysis, prediction, and DM. The com-
bination of these technologies speeds up data processing, increases the
accuracy of diagnoses, and increases treatment results within the SHS
framework.

However, the SHS faces substantial security obstacles, mainly due to
the increasing occurrence of cyberattacks aimed at healthcare systems.
Intelligent medical devices inside the SHS, such as IMDs, are susceptible
to many attack methods, including hardware Trojans, malware, DoS attacks,
and MITM attacks. The frequency and complexity of these cyberattacks
highlight the crucial significance of conducting a comprehensive assessment
of SHS’s vulnerabilities before its implementation and establishing strong
security measures to protect patient data, privacy, and safety. The Smart
Healthcare System is a sophisticated and integrated ecosystem that utilizes
[oMT, data analytics, cloud computing, and Al to transform healthcare
delivery. To ensure the SHS’s dependability, integrity, and trustworthiness
of the SHS, it is crucial to handle security concerns successfully. This is nec-
essary to fully use its potential to improve patient outcomes and quality of
care while being resilient against changing cyber threats.

3.2 Design of the system model

The system model for the SHS is designed to meet the intricate demands of
modern healthcare delivery effectively. The system model is based on a
complex sensor network architecture that includes IoMT devices strategi-
cally integrated into medical equipment and wearable devices. Sensors col-
lect a large amount of data on patient vital signs, health characteristics, and
environmental elements. These data are used to make informed decisions
and provide individualized healthcare care. After obtaining the data, the sys-
tem model utilizes sophisticated data processing and analysis methods to
derive significant insights. Real-time processing of sensor data allows the
detection of patterns, anomalies, and trends indicative of health issues or pos-
sible threats. ML methods, such as deep learning and predictive analytics, are
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crucial for quickly and reliably evaluating large volumes of data. Using
these algorithms, the SHS can anticipate patient outcomes, suggest treat-
ment procedures, and improve healthcare delivery by considering unique
patient profiles and clinical recommendations. The system model relies
on a DM framework that interprets examined data and creates suitable
responses.

The SHS uses advanced algorithms to assess patient conditions, provide
customized treatment plans, and prompt urgent actions. The DM process in
healthcare is guided by a comprehensive awareness of the patient’s medical
history, evaluations of potential hazards, and evaluations of treatment eftec-
tiveness. This allows healthcare professionals to maximize patient outcomes
while reducing risks and efficiently using resources. The system model
effortlessly incorporates cloud computing infrastructure to meet its compu-
tational and storage needs. Cloud services provide flexible and expandable
resources to store, process, and deploy ML models. This connection
improves the SHS’s ability to adapt, be versatile, and handle increased
demands quickly. It also makes it easier for healthcare professionals to access
and work together from a distance.

Additionally, rigorous security and privacy protocols are in place to pro-
tect sensitive healthcare data from unauthorized access, manipulation, or
breaches. Robust encryption methods, strict access restrictions, and reliable
authentication systems guarantee the protection of patient information
and adherence to regulatory standards. Interoperability standards are
essential in the architecture of the system model as they provide smooth
communication and integration with current healthcare IT systems and
medical equipment. Compliance with HL7 and FHIR guarantees compat-
ibility and interoperability between various healthcare systems, Electronic
Health Records (EHRs), and medical device interfaces. In addition, the
system model places a high importance on user experience by providing
user-friendly interfaces designed to meet the requirements of healthcare
professionals, patients, and caregivers. Intuitive dashboards, mobile apps,
and visualization tools provide convenient access to pertinent health data,
practical insights, and DM aids, improving acceptance and usefulness
across various user demographics. Ultimately, the design of the Smart
Healthcare System embodies a comprehensive and unified strategy to trans-
form healthcare delivery. SHS aspires to better patient outcomes, improve
care delivery efficiency, and encourage customized and proactive health-
care management by integrating sophisticated technology, strong security
measures, interoperability standards, and user-centric design concepts.
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4. Proposed scheme

A comprehensive and multifaceted strategy will be needed to solve
privacy, security, and trust management problems in smart healthcare sys-
tems based on ML and IoT. Fig. 1 displays the proposed system architecture,
including techniques and solutions to alleviate the mentioned difficulties.
Table 2 represents the notations and description used in this chapter.

=

Integrated Data

(ff

Preprocessed Data

Trained Model User
I A
Encryptor Decryptor

Encrypted
Database

By (I

Cloud-Based Model Validation

Fig. 1 The proposed system architecture
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Table 2 Notations and their description.

Notations Description Notations Description

X Input sequences (sensor data A4, Context vector
from IoT devices)

y Target variable (access A Number of units in
level, i.e., authorized or the attention
unauthorized) mechanism

C Number of classes in the w Weight matrices for
classification task input

n Learning Rate for U Weight matrices for
Optimization hidden state
Number of training epochs b Bias vectors

B Size of mini-batches for X A mini-batch of input
training sequences

¥ A mini-batch of target ¢ Current cell state
variables

score(H, S;, W,) Function to compute softmax(e,) Softmax function to
attention scores obtain attention

weights

Adam Adam optimizer Wy, Up by Forget gate

parameters

a; Attention weights W, U, b; Input gate parameters

H Sequence of hidden states W., U, b, Candidate cell state
from the LSTM layer parameters

S, Current hidden state (query) W, U,, b, Output gate

parameters

w, Weight matrix for the e Attention scores

attention mechanism

4.1 Integrated data

Integrated data is the key component of the strategy to ensure the privacy
and security of intelligent healthcare systems built on [oT and ML. In light
of the scarcity of publicly accessible and secure medical data, this crucial
component keeps user profiles linked to meticulously crafted medical
records as seen in Fig. 1.

Integrated data is vital to ensure reliable and legitimate information when
training the hybridized ML model for the smart healthcare system. The
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system aims to improve healthcare analytics and DM by combining data
from credible sources. It is recommended that publicly accessible medical
data sources be used to provide more accurate insights and forecasts,
resulting in a complete and diversified data set.

This part of the system architecture is crucial to tackle privacy, security,
and trust management issues, since it supports the rest of the design. Building
efficient ML models requires accurate and diversified medical data, which
guarantees that the smart healthcare system runs with the highest standards
of accuracy and integrity.

Algorithm 1: Long Short-Term Memory-Attention Mechanism
(LSTM-AM) for Smart Healthcare Systems

Input: X, y, A, C, n, T, B

Qutput: Trained LSTM-AM

1. Start

2 From t=1 to T

3 mini-batches of size B

4. For each mini-batch (X“),y“”),where i=12,...[9
5 LSTM layer given the input sequence X'"

6 Apply AM

7 OQutput probabilities using the output Tlayer
8 Binary cross-entropy loss between the

predicted probabilities and the true label y‘”

9. Backpropagation and the Adam
10. Return Trained LSTM-AM
11. End

Algorithm 2: LSTM Algorithm for Smart Healthcare Systems
Input:X, h:-1, c:-1, W, U, b, t
OQutput: hy, c¢

1. Start

2 fe=c(We. X+ Us. he-1+by)

3 Te=c(W;. X+Uj.heo1+by)

4 ¢t = tanh(We. X+ Uc.he oy + be
5. Ct=Tft.Ce1 +7¢.C

6 0r=0(Wo.X+Uy.he-1+by)

7 he=o0;.tanh(cy)

8. Return h:, c;

9. End
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Algorithm 3: AM Algorithm for Smart Healthcare Systems
Input: H, S¢ Wy, €

Qutput: A
1. Start
2. e;=score (H,S¢, W,)
3. ar=softmax(e;)
4. A=STae, 1 H;
5. Return A;
6. End

4.2 Data preprocessing

The subsequent pivotal stage in the suggested system architecture for the
security, privacy, and trust management of IoT and ML-based SHSs is data
preprocessing. This crucial element is precisely engineered to enhance and
process integrated medical data obtained from various sources, guaranteeing
its suitability for further studies and model creation.

Data preprocessing encompasses a thorough sequence of actions
designed to improve the overall quality and usefulness of the integrated
medical data. The phases include performing data cleaning, normalization,
and transformation procedures to handle any inconsistencies, outliers, or
abnormalities in the dataset. By standardizing the data and resolving any
possible difficulties, data preprocessing enhances the reliability and precision
of ML model training and assessment.

The efficacy of the overall intelligent healthcare system is highly depen-
dent on the integrity of the preprocessed data. Data preprocessing is crucial
for assuring the dependability, precision, and confidentiality of the com-
bined medical data, supporting the system’s overarching goals of security,
privacy, and trust management. The result of this step is the Preprocessed
Data repository, as seen in Fig. 1.

4.3 Model design and training

The proposed system architecture for Security, Privacy, and Trust
Management in IoT and ML-based SHSs incorporates an essential advance-
ment in the Model Design and Training phase. This advancement involves
integrating LSTM-AM. This novel and strategic fusion aims to use the
distinct capabilities of LSTM-AM to amplify the intelligence and efficiency
of the hybridized ML model.
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The integration of LSTM, a sophisticated iteration of Recurrent Neural
Network (RNN), provides a strong structure for collecting time-based
relationships and maintaining the overall meaning within sequential
healthcare data. From a mathematical perspective, LSTM incorporates
updating and gating methods using Eq. (1), which outputs the forget gate,
f; at time step f.

fo=o(Wrlh—1,x] + by) (1)

where o is the sigmoid activation function, Wy is the weight matrix for the
forget gate, hy,_q, is the hidden state at the previous time step (t—1), x, is
the input at current time step f, and by is the bias for the forget gate.

To compute the output of the input gate 7, at time step ¢, Eq. (2) is used.

l't = 6( W,».[ht_hx,] + b,) (2)

where i, 1s the input gate output at time step £, I¥;1s the weight matrix for the
input gate, x; is the input at current ¢, and b; is the bias for the input gate.
The output of the output gate o; at ¢ is computed using Eq. (3).

0, = 6(Wy.[h_1,x] + b,) 3)

where o, is the output gate output at time step f, W, is the weight matrix for
the output gate, x; is the input at current time step £, and b, is the bias for the
output gate.

Eq. (4) updates the cell state at a given time step.

¢ =f,-cm1 + ip. tanh (W [h—1, x,] + b,) 4)

where ¢, is the cell state at time step f, f; is the forget gate output at time step
t, c;i—1y 1s the cell state at the previous time step t—1, i, is the input gate
output at time step f, tanh is the hyperbolic tangent activation function,
W, is the weight matrix for the cell state, and b, is the bias for the cell state.

Eq. (5) computes the hidden state/output h, at time step f, determining
what information from the cell state ¢; should be output, modulated by the
output gate o;, and it is computed using a hyperbolic tangent activation
function tanh.

h; = o,. tanh(c,) (5)

In addition to LSTM, the AM enhances the model’s capacity to identify
pertinent information in input sequences. Eq. (6) computes the AM
score between the query and key vectors, indicating their similarity or
relevance.
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e = score(query,, key;) (6)

where ey, is the score of the AM between the query text{query},and key text
{key}; at time step .

text{score} (text{query}, text{key};) = Scoring function that computes the
similarity or relevance between the query and key.

Eq. (7) calculates the attention weight, @y, for each key vector at a given
time step, normalizing the scores using the softmax function to represent the
importance of each key with the query.

exp(e)
Ui = (7)
ij;l exXp (e?/)

Eq. (8) aggregates the values associated with each key vector, weighted by
their corresponding attention weights, to generate the context vector
representing the attended information for the query at the current time step.

context, = 2L1ati.valuei (8)

where fext{context},1s the context vector at £, representing the weighted sum
of values and the weights are determined by attention weights alpha;.

The fusion of LSTM-AM is achieved by combining them in a weighted
manner. The final hidden state, h;, is determined by inserting attention
weights into the LSTM output, as shown in Eq. (9).

h = oy + aphy + ... + ag.hy 9)
where I, represents the output or context vector at , which is a weighted
sum of hidden states /; and i ranges from 1 to T. a; represents the attention
weight corresponding to the hidden state /;, at f, indicating the importance
or relevance of each hidden state in contributing to the context vector f, .
h; represents the hidden state at time step i, where i ranges from 1 to T.

The integration of LSTM-AM embodies a collaborative strategy, amal-
gamating the advantages of both elements to construct a more potent and
flexible model. In addition to enhancing performance, maintaining privacy
is of utmost importance. The model incorporates privacy-preserving meth-
odologies to ensure valuable insights are derived from patient data while
upholding individual privacy following rigorous healthcare data security
protocols.

This advanced model is a state-of-the-art solution in smart healthcare.
It is better skilled at comprehending and forecasting intricate temporal
connections among the data sequences. This integration provides a strong
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basis for advanced analytics and DM by eftectively managing the intricacies
of Model Design and Training. It prioritizes security, privacy, and trust man-
agement. This phase results in a highly skilled model prepared for deploy-
ment on the cloud.

4.4 Cloud-based model validation

Within the framework of system design for Security, Privacy, and Trust
Management in IoT and ML-based SHSs, the cloud-based model validation
phase plays a vital role in upholding the integrity and security of medical
information. This section provides an overview of the procedures for
confirming data accuracy and implementing steps to protect sensitive infor-
mation and authenticate information requests. Utilizing Flask, a Python web
framework, our ML model is deployed to create a reliable Application
Programming Interface (API) that effectively communicates with the cloud
server, enabling efficient management of information requests. The medical
data saved in the cloud is subjected to encryption to enhance its security and
privacy, as seen in Fig. 1. An exclusive module for encryption and decryp-
tion guarantees the confidentiality of medical information at all stages of its
existence.

The phase also includes the integration of authentication and authoriza-
tion mechanisms. Upon receiving a request for medical information, the
deployed model performs comprehensive authentication checks to confirm
the authenticity of the requester. Moreover, the model evaluates the nature
of the requested information and applies permission processes to either grant
or refuse access, depending on predetermined criteria acquired by the
trained deep learning model. After the request is successfully authenticated
and authorized, it is sent to the cloud server. The server, equipped with solid
security measures, handles the request and creates the answer. A specialized
decryptor module is used to ensure the privacy of the sent data. This module
performs decryption on the server’s response before delivering it to the user
who started the information request. This guarantees that confidential
medical information may only be accessed in its original, comprehensible
format by persons who have been granted authorization.

The cloud-based model validation procedure demonstrates a rigorous
approach to ensuring the security and validation of access to medical
information. The smart healthcare system employs Flask for deployment,
encryption for data safety, and a robust authentication and authorization
mechanism. This guarantees that only verified and authorized users can
access decrypted and precise medical information. This comprehensive
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approach not only strengthens security and trust but also corresponds with
the overarching principles of the system design, which prioritize security,
privacy, and trust management.

5. Performance analysis

The assessment of hybridized deep learning models is included in the
part focused on “Security, Privacy, and Trust Management of loT and
ML-based SHS”. This part thoroughly examines the performance of the
generated model using a wide range of necessary performance measures.
The specified measures, including accuracy, precision, recall, and F1 score,
have been carefully chosen to evaluate the system’s capability to handle
various prediction tasks. These metrics assess the system’s ability to protect,
keep private, and establish trust in healthcare data in IoT and ML. They
provide a detailed assessment of how well the hybrid models work in this
important context. This thorough study offers a solid basis for assessing
and improving the overall performance of the integrated system within
the identified areas.

5.1 Experimental environment

To comprehensively assess the hybridized deep learning model created in
this research project for “Security, Privacy, and Trust Management of
IoT and ML-based SHS,” a detailed experimental setup was meticulously
devised. The arrangement of the experimental design is essential for
guaranteeing the dependability and replicability of the acquired findings.
The hardware infrastructure used for the studies was crucial in attaining
the required results. A high-performance computing system was used to
meet the computational requirements of the constructed deep learning
(LSTM-AM) model. The system had two Intel Xeon processors, each with
seven cores and a clock speed of 2.5 GHz. It also included 16 GB of DDR 4
RAM and a high-speed SSD storage array with a capacity of 250 GB. The
robust hardware setup guaranteed excellent performance and quick response
times during the extended trial phase. The presence of multiple processors
enabled parallel processing, which accelerated the training and inference of
models. Additionally, the generous amount of memory and high-speed
storage supported the rapid retrieval of big datasets, which is crucial for
the efficiency of deep learning activities. The meticulous selection of this
hardware configuration enhanced the dependability and precision of the
experimental findings, enabling a thorough evaluation of the hybrid models’
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effectiveness in the designated areas of security, privacy, and trust manage-
ment within the framework of IoT and ML-based SHSs.

The selection of software frameworks and libraries substantially impacted
the development and execution of the deep learning model produced in this
study. This research model’s execution included the selection and use of
TensorFlow and Keras, in addition to the Visual Studio Code (VS Code)
Integrated Development Environment. The Python programming language
used pandas for data management, Matplotlib for dynamic display, and
numpy arrays for fast numerical calculations, all crucial elements in the
experimental setting.

TensorFlow, known for its capacity to scale and be ready for production,
offered a strong basis for developing and deploying models. Because of
its intuitive interface and seamless integration with TensorFlow, Keras
improved the efficacy of testing and the development of model prototypes.
Matplotlib’s dynamic display features enabled in-depth investigation of
model performance, while pandas helped smooth data handling and
preparation operations.

The efficiency of computational models was enhanced by using numpy
arrays, which facilitated numerical data processing. Using the VS Code IDE,
TensorFlow, Keras, pandas, matplotlib, numpy arrays, and the Python pro-
gramming language provided a well-rounded and efficient method for
achieving the study objective. Utilizing the advantages of each tool
enhanced the execution of the hybridized deep learning model, guarantee-
ing its efficacy and conformance with established research standards.
Implementing this strategic software selection significantly improved the
performance of the models, namely in the domain of forecasting medical
information access control.

5.2 Dataset description

To train the deep learning model in this study, a dataset of 5000 simulated
records was created, as there were no publicly accessible medical user pro-
files. This dataset is essential for building and assessing a specialized access
control system for medical information. The dataset includes several fields
specifically chosen to simulate the intricate and varied user responsibilities
within a healthcare setting, as shown in Table 3.
1. Access Levels: Determine the access rights assigned to each user
position, establishing the scope of their authority inside the medical
information system
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Table 3 User profiles.

Access Authorization Emergency User

levels policies access ID Role Username Password

Doctor Based on the No U001 Doctor docl jay
Patient ID

Nurse Based on Yes U002 Nurse nurl nurl
Symptom
Severity

Admin Full Access No U003 Admin adml adm1

Technician Limited Access No U004 Tech tecl Tecl
to Test Results

Researcher Access to No U005 Res Res Res
De-identified
Data

Specialist ~ Restricted Access  Yes U006 Spec Spec Spec
to Critical Cases

Paramedic Emergency Yes U007 Para Para Para
Patient Data
Access

Analyst Access to No U008 Ana Ana Ana
Statistical Analysis

Support Limited Access No U009 Sup Sup Sup

Staff to Administrative
Support

Auditor Reviewing Access No U010 Aud Aud Aud
Logs

2. Authorization Policies: Establishes the guidelines that dictate access
for each position, creating a structure for making decisions based on patient
identification, symptom intensity, or other pertinent considerations.

3. Emergency Access: Flags indicate whether a user role is allowed
emergency access rights, enabling prompt access to vital patient data
under urgent circumstances.

4. User ID: An exclusive identification issued to each simulated user in the
collection.
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5. Position: Specifies the assigned position or job title for each user,
outlining their duties and level of authorization

6. Username: Each user is assigned a username, which plays a crucial role
in verifying their identity throughout system interactions.

7. Password: The exclusive code linked to each username, ensuring
authorized entry into the medical information system.

5.3 Results and discussion

Based on the study, the experimental results demonstrated impressive per-
formance outcomes. The system’s accuracy rate, which represents the total
validity of its predictions, reached an incredible 99.06%. The system’s preci-
sion in the sensitive healthcare area, which measures its ability to minimize
false positives, achieved an impressive level of 98.14%. Similarly, recall, which
measures the power of the system to identify positive cases in the context of
healthcare security accurately, demonstrated strong performance at a rate of
99.06%. In addition, the F1 score, which considers both accuracy and recall,
attained an impressive score of 99.00%. The results emphasize the system’s
efficiency in producing precise predictions, with high accuracy, recall, and
overall performance in the intricate field of “Security, Privacy, and Trust
Management of IoT and ML-based SHSs”. Fig. 2 presents a graphical
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Fig. 2 Performance metrics scores chart.



A smart healthcare system using loT and machine learning 241

depiction of the scores for the model’s performance indicators, providing
a more lucid explanation.

The visual depiction in Fig. 2 vividly demonstrates the model’s perfor-
mance measures, offering a brief overview of its efficacy. The metrics
provided include accuracy, precision, recall, and F1 score. An expedited
chart analysis facilitates a straightforward understanding of the model’s
performance across these significant metrics. This visual representation is
a helpful instrument, enabling a fast evaluation and comparison of many
facets of the model’s performance. It enhances the comprehension of its
strengths and identifies areas that might be improved. The study used the
Receiver Operating Characteristic (ROC) curve to thoroughly analyze
the model’s performance, as seen in Fig. 3.

The ROC curve, seen in Fig. 3, offers a comprehensive depiction of the
predictive performance of the hybridized deep learning model, such as the
one generated in this study. The ROC curve illustrates the relationship
between the True Positive Rate (Sensitivity) and the False Positive Rate
(1—Specificity) at different threshold values. It balances accurately detecting
positive examples and wrongly categorizing negative ones. A more excellent
value for the area under the receiver operating characteristic curve (AUC)
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signifies enhanced model performance, where a perfect classifier would have
an AUC of 1. Within this framework, achieving a ROC area of 100%
indicates the model’s remarkable capacity to differentiate between genuine
positive and false positive occurrences accurately. This provides vital evi-
dence of its faultless efficacy in identifying fraudulent users or intrusions.
The visual depiction facilitates comprehension of the model’s sensitivity
and specificity at various decision thresholds, enhancing a thorough assess-
ment of its classification performance.

5.3.1 Training and validation loss

This research computed a graphical representation of the training and
validation loss to analyze the evaluation of the LSTM-AM model developed
for Security, Privacy, and Trust Management of IoT and ML-based SHSs
further.

The graph in Fig. 4 provides a comprehensive analysis of the perfor-
mance assessment of the LSTM-AM model, which is specially tailored for
the Security, Privacy, and Trust Management of IoT and ML-based
SHSs. The graphic especially illustrates the patterns in training and validation
loss during the model’s training procedure. Within this framework, the
training loss denotes the discrepancy experienced by the model as it learns

Traning and Validation Loss Over Epochs
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Fig. 4 Training and validation loss.
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from the training dataset. In contrast, the validation loss indicates the model’s
effectiveness on a separate data set not used during training,.

An analysis of this plot provides vital insights into the model’s learning
capabilities from the training data and its capacity to generalize to unfamiliar
data, which is crucial for accurately detecting malevolent users. The ideal
outcome is to achieve convergence between the training and validation loss,
which indicates a well-learned model that is neither overfitting nor under-
fitting. Minor discrepancies or discontinuities between the two curves
indicate specific areas where the model’s architecture might be further
refined or adjusted to tackle possible problems such as overfitting or inade-
quate model training.

5.3.2 Training and validation accuracy

As part of the assessment process, we attempted to compute and graphically
depict the correctness of the model for both the training and validation data.
The visual representation that is obtained is seen in Fig. 5.

Fig. 5 is an assessment chart that shows the hybridized LSTM-AM model
that was trained and validated to identify fraudulent access to medical infor-
mation. The chart gives a complete view of the evaluation. This figure
shows how the model’s accuracy scores changed while it was being trained
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Fig. 5 Training and validation accuracy.
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and how it performed on a separate validation dataset. The training accuracy
measures the model’s predictive power on the training data, and the valida-
tion accuracy evaluates its generalizability to new, unseen data.

This figure reveals trends and oscillations in accuracy as the model’s
learning dynamics pertain to the detection of fraudulent access to medical
information. Carefully examining it may evaluate the model’s learning
dynamics as they pertain to the detection of fraudulent access to medical
information. The ideal situation would be to converge training and valida-
tion accuracy, meaning the model learned well without getting too hung up
on the training data. Overfitting and insufficient model training are possible
causes of a diverging or significantly different curve.

These outcomes demonstrate our system’s efficacy in producing correct
predictions and highlight its excellent performance, recall, and accuracy.
The “Security, Privacy, and Trust Management of IoT and ML-based
SHSs” visually depicts the integration of IoT and ML. The study highlights
the positive outcomes and implications for improving the security and
privacy of healthcare data in the smart healthcare domain. The research con-
ducted by Pandey and Prabha [42] employs a Support Vector Machine
(SVM) model and achieves an accuracy rate of 86.0%. The SVM is a
kind of supervised learning technique that is often used for classification
problems. It effectively handles both linear and non-linearly separable
data by identifying the ideal hyperplane that best separates the classes.
In addition, Balakrishnan et al. [43] use a DT model that achieves a
95.9% accuracy rate. DT are transparent models that generate predictions
by applying a sequence of if-else decision rules. These models are especially
well-suited for jobs that need a thorough knowledge of the DM process
since they provide transparent insights into how the model reaches its
predictions.

Additionally, Khan et al. [44] use an Artificial Neural Network (ANN)
and achieve a high accuracy rate of 91.8%. An ANN is a kind of ML model
that draws inspiration from the complex neural networks seen in the human
brain. The system comprises linked nodes, also known as neurons, that
are arranged in layers. It can learn intricate patterns from data. ANN is
renowned for its adaptability and capacity to process complex, non-linear
connections within datasets effectively. In addition, Munnangi et al. [45] pro-
pose a Moran Autocorrelation and Regression-based Elman Recurrent
Neural Network (MAR-ERNN), which achieves a high accuracy of
95.0%. This model integrates spatial autocorrelation information using the
Moran coefficient and employs a recurrent neural network architecture
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(specifically Elman) to capture temporal correlations in the data. Recurrent
neural networks are highly suitable for analyzing sequential data, making
them very successful in applications such as predicting time series and inter-
preting spoken language. Finally, the model suggested in the comparison
analysis table utilizes LSTM networks and achieves the most remarkable
accuracy rate of 99.1%. LSTM is a specific kind of recurrent neural network
structure that is specifically developed to tackle the issue of the vanishing
gradient problem. This unique architecture enables LSTM to accurately cap-
ture and represent long-term relationships and dependencies in sequential
data. It is very efficient at tasks that require the comprehension and retention
of long-term patterns, such as voice recognition, language translation, and
sentiment analysis.

Upon comparing the outcomes of the suggested LSTM model with the
five preexisting models, it is clear that the LSTM model surpasses all other
models in terms of accuracy, obtaining an accuracy rate of 99.1%, as seen in
Fig. 6. The exceptional performance might be ascribed to the LSTM’s
capacity to apprehend and preserve long-term connections in sequential
data, which may be crucial for the particular job. The DT model has robust
performance, achieving an accuracy of 95.9%. In contrast, SVM, ANN, and
MAR-ERNN get accuracies ranging from 86.0% to 95.0%. To summarize,
the comparative analysis in Table 4 showecases the efficacy of several
ML-based methods in tackling the problem, with the suggested LSTM
model emerging as the most precise. Every model has unique advantages
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Fig. 6 Comparative analysis with existing systems.
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Table 4 Comparative analysis of the proposed scheme and existing schemes.

Scheme Model Accuracy (%)
Pandey and Prabha [42] SVM 86.0
Balakrishnan et al. [43] DT 95.9
Khan et al. [44] ANN 91.8
Munnangi et al. [45] MAR-ERNN 95.0
Proposed Model LSTM-AM 99.1

and disadvantages, and the selection of a model is contingent upon many
criteria, including the characteristics of the data, interpretability needs,
and the computing resources at hand.

6. Conclusions

This research scrutinizes integrating IoT and ML in smart healthcare
systems, focusing on overcoming security, privacy, and trust challenges
essential for safeguarding patient data and system integrity. The proposed
advanced system architecture addresses these issues through a comprehen-
sive strategy involving Integrated Data, Data Preprocessing, Model
Design and Training, and Cloud-Based Model Validation. Notably, inte-
grating LSTM-AM in the model enhances its ability to capture temporal
relationships and focus on relevant data sequences. The model’s perfor-
mance was impressive, with an accuracy of 99.06%, precision of 98.14%,
recall of 99.06%, and an F1 score of 99.00%, demonstrating its effectiveness
in managing medical information securely and privately. These results were
achieved using a synthetic dataset of 5000 records, robust hardware, and
sophisticated software frameworks, ensuring comprehensive testing across
various scenarios.

This research successfully tackled the complex integration of IoT and
ML in smart healthcare systems, setting a standard for ensuring data security
and privacy. The developed system architecture and methodology contrib-
ute significantly to intelligent healthcare systems, paving the way for future
advancements in protecting healthcare information. The study suggests
future directions, including advanced ML algorithms, real-world deploy-
ment, privacy techniques, cross-domain data integration, user experience,
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ethical and legal issues, system robustness, IoT device innovation, healthcare
workforce training, and longitudinal studies to comprehensively enhance
patient care and system efficiency.

In the future, smart healthcare could focus on advanced ML algorithms,
real-world deployment, privacy techniques, cross-domain data integration,
user experience, ethical/legal issues, system robustness, IoT device innova-
tion, healthcare workforce training, and longitudinal studies to improve
patient care and system efficiency comprehensively.
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